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WHAT IS CONTENT FILTERING 

Using appropriate mechanism to screen 

and exclude from access or availability 

of selected online contents  

For mobile broadband operators, the 

requirement for content filtering can arise from 

different arena in various perspectives, like:  

 

 From authorities (regulators-governmental 

bodies) 

 

 From customers ( mass consumers –

business segments) 

 

 From own (local operational requirement-

global guideline) 

 

 Combination of  all above 
 

 

 



CONTENT FILTERING REQUIREMENT: FROM AUTHORITIES 
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CONTENT FILTERING REQUIREMENT: FROM AUTHORITIES 

Various factors (like: national security or socio-political issues;  piracy 

prevention ; blocking pornographic  or generally objectionable contents)  

trigger such requirements from governments or regulatory bodies. 



CONTENT FILTERING REQUIREMENT: FROM CUSTOMERS 

Business entities often require to 

restrict their employees from 

accessing online contents which 

are unrelated to business.  

Business Segment 

Consumer Segment 

Content filtering, 

commonly defined as 

“Parental Control”, is a 

popular requirement in 

consumer segments as 

well. 



CONTENT FILTERING REQUIREMENT: FROM OWN ARENA 

Mobile Broadband Operators may require to apply content filtering policies for own 

sake to prevent charging fraud, security threats and complying  organizational 

guideline. 



CONTENT FILTERING REQUIREMENT: FROM A COMBINED PERSPECTIVE 

Being implemented through 

 Mobile Operators 

 

 Internet Service Providers 

 

 Content providers & app developers 

 

 National & public service broadcasting 

 

 HW manufacturer &  OS developers  



CONTENT FILTERING REQUIREMENT: FROM A COMBINED PERSPECTIVE 



CONTENT FILTERING: DOMAINS OF EXECUTION  

User Domain Network Domain      OTT Domain 



CONTENT FILTERING: IN USER DOMAIN 

Content filtering policy can be applied in devices at user end (like: Wi-Fi routers, 

mobile handsets, laptop-desktop-tablets) through in-built device settings or 

appropriate softwares /apps.  



CONTENT FILTERING: IN OTT DOMAIN 

Over-The-Top content (OTT) providers can ensure the most secured mechanism of content 

filtering as they host the contents.  

 

Dominant OTT players (like: Facebook, Google, Microsoft etc.) have an established 

process for serving content filtering request in accordance with own, regional &  

international regulations.  

Recent Statistics on Content Filtering-Google 



CONTENT FILTERING: IN OTT DOMAIN (Contd.) 

 Domain wise Request Count 

 Reasons for Content Removal Request 

Google domains being blocked in 

different countries 

Total 68 instances of blocking  occurred 

during June 2010-June 2015, Google 

Search & YOUTUBE were the most 

affected ones. 



CONTENT FILTERING: IN OTT DOMAIN (Contd.) 



CONTENT FILTERING: IN OTT DOMAIN (Contd.) 

Few Examples-Facebook’s Policy While Serving Such Requests 



CONTENT FILTERING: IN OTT DOMAIN (Contd.) 

Recent Statistics on Content Filtering- Microsoft 



CONTENT FILTERING: IN OTT DOMAIN (Contd.) 



CONTENT FILTERING: IN OTT DOMAIN (Contd.) 



CONTENT FILTERING : IN NETWORK DOMAIN 

A Typical Mobile Broadband Network Architecture 

Common mechanisms for content 
filtering in  mobile broadband 
network are: 

 

*Through DPI (standalone/in sync with 
PCRF) 

 

*Through ICAP Server (standalone/in 
sync with PCRF) 

 

*Through DNS 

 

*Through FIREWALL 

 

* Through multiple nodes (combination 
of different mechanisms) 

 
 

Content filtering is a  usual operation in network domain, performed by ISPs (wired & 

wireless) & associated entities (like: International Internet Gateways, International 

Roaming Partners). 



CONTENT FILTERING : THROUGH DPI 

 Through relevant DPI platform 

(standalone DPl like: PCEF or 

integrated DPI like GGSN/ PGW); 

entire traffic get checked against 

pre-defined  content filtering rules. 

 

 The DPI can be synced with 

PCRF (or other relevant policy 

server) to serve segregated 

(consumer segment 

based/particular package based) 

requirements. 

 

 Ensures accurate matching of 

content in most cases through 

deep level inspection. 

 

 Can create extra processing load 

on DPI node & additional latency 

for whole traffic. 
 

 



CONTENT FILTERING : THROUGH ICAP SERVER 

ICAP- Internet Content Adaptation Protocol (ICAP)  

is a lightweight HTTP-like protocol specified in RFC 3507. 

 

Functionality: The client sends out a request for a web  

page and GGSN/PGW  or other proxy server redirects that  

request to the  ICAP server. The ICAP server parses the  

HTML request and performs URL-based filtering by  

comparing the request URL to a list of "banned" URLs. If  

the URL is on the "banned" list, then the client’s request is  

modified to request an error message from the origin server  

or, more likely, from the proxy server (cache). This error  

message is then supplied to the client. If the origin server  

URL was not banned, the ICAP server would forward the  

request to the origin server via the proxy server and the  

request would be fulfilled. 

 

It is a standard solution for serving generalized (mass level  

subscribers) requirements of content filtering, however it  

can work for only HTTP traffic.  

   



CONTENT FILTERING : THROUGH DNS 

Internet 

 Through DNS based static policy, access 

restriction can be performed for  blacklisted  

URLs & IPs. 

 

 High level of accuracy can be ensured. 

 

 However, it is not an appropriate solution 

to cater consumer segment based/particular  

product package based requirements; as in most  

cases DNS policies apply for full subscriber  

base, at least for one board service category (APN). 

 

 

Basic DNS Functionality 

URL Filtering Through DNS 



CONTENT FILTERING : THROUGH FIREWALL 

A hybrid solution platform combining multiple mechanisms 

 Through access control rules in firewall (or in the  

routers of aggregation or gateway layer); restriction  

can be used for certain IP, protocol  or port. 

 

 However, accuracy level continuously fluctuates  

as IP of the targeted URLs can change any time. Also, 

it increases processing load in the corresponding  

device (firewall/router). 

 

 

Customized solution 

platform for content 

filtering (combining 

multiple mechanism in 

native/ cloud based 

/virtualized platforms) 

have emerged as well 



CONTENT FILTERING : COMPARISON OF DIFFERENT MECHANISMS 

          Factors 
     DPI  

    Based 

 DNS 

 Based 

ICAP  

Server Based 

Firewall  

Based 

Accuracy in filtering 
High High High No URL based policy; 

works on IP/port/protocol 

Filterable content types 
Broad Broad No HTTPS,  

only HTTP 

Broad 

Customization of policy 

based on subscriber 

segment/packages 

Possible Limited Limited Not Possible 

Impact on traffic flow & node 

Increase in 

traffic latency & 

processing load  

Less 

impact 

Increase in  

 traffic latency  

Increase in  

 traffic latency &  

processing load  

Bypassing attempt against any content filtering policy 

(attempting to access the restricted content through fraudulent 

techniques) is a common tendency in user end. 

 

So for content filtering, continuous  challenge remains for  

mobile broadband operators to chose the best possible 

mechanism or best combination of different mechanisms to 

get the most secured outcome while maintaining a positive 

balance between all related factors. 



CONTENT FILTERING IN COMBINED MANNER : AN EXAMPLE 

YouTube domain blocked from DNS 

L1 

YouTube IP as destination is blocked 

L3 

 YouTube IPs 

Google Global Cache made offline from the network 

L2 

Google Global Cache 

Three Layer Blocking 

Border Gateway Router 

L1 

During Sep 2012 to May 2013, 

YOUTUBE was blocked in 

Bangladesh as per regulatory 

instruction. To ensure 

complete blocking of 

YOUTUBE, a topmost mobile 

broadband operator of 

Bangladesh then implemented 

a multi-layered scheme. 
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OPINION & QUESTIONS………. 

THANK YOU 


